Localization and text sequence restoration using noise pixels in binary document image watermarking by Puhan, NB et al.
A
r
i
e
t
m
A
i
b
i
p
a
o
a
n
t
p
t
i
I
1
I
s
c
i
a
c
d
b
P
1
2
1
Journal of Electronic Imaging 18(2), 023012 (Apr–Jun 2009)
JLocalization and text sequence restoration using noise
pixels in binary document image watermarking
Niladri B. Puhan
Nanyang Technological University
School of Computer Engineering
Singapore
E-mail: puhan@ntu.edu.sg
Anthony T. S. Ho
University of Surrey
Department of Computing
Faculty of Engineering and Physical Sciences
Guildford Surrey, United Kingdom
Farook Sattar
Nanyang Technological University
School of Electrical and Electronic Engineering
Singaporebstract. We propose a new method for tamper localization and
estoration using noise pixels in binary document images. For such
mages, it is difficult to find a sufficient number of low-distortion pix-
ls in individual blocks with blind detection property. Also, a percep-
ual watermark cannot be embedded in white regions of the docu-
ent image, making such regions insecure against hostile attacks.
n erasable watermark is embedded in each block of the document
mage independently. The embedding process introduces some
ackground noise. However, the content in the document can be
nterpreted by the user, because human vision has the inherent ca-
ability to recognize various patterns in the presence of noise. If
uthenticity is verified for the content of each block, the exact copy
f original image is restored at the blind detector for further use and
nalysis. Experimental results show that an erasable watermark of
ecessary data length can be embedded in individual blocks to at-
ain effective localization and restoration capability. Using the pro-
osed method, it is possible to restore the original text sequence in
ext document images after multiple alterations like text deletion,
nsertion, substitution, and block swapping. © 2009 SPIE and
S&T. DOI: 10.1117/1.3143184
Introduction
n recent times, the information technology revolution has
ignificantly transformed many parts of our lives. With in-
reasing application of digital data in various forms such as
mage, video, music, documents, and graphics, its security
nd authentic usage has posed important technological
hallenges. Intelligent hiding of the watermark within a
igital image could make it possible to verify whether it has
een misused by malicious attackers after the watermarking
aper 08063RR received Apr. 17, 2008; revised manuscript received Apr.
1, 2009; accepted for publication Apr. 13, 2009; published online May
1, 2009.
017-9909/2009/182/023012/21/$25.00 © 2009 SPIE and IS&T.ournal of Electronic Imaging 023012-
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131process. After extracting the hidden watermark from the
image in question, important objectives such as ownership
verification, traitor tracing, tamper localization, and resto-
ration can be achieved.1
A majority of existing image watermarking methods are
for grayscale or color images in which the pixels take on a
wide range of values. For those images, changing pixel
values by a reasonable margin is imperceptible to the hu-
man eye. For images in which the pixels take on only a
limited number of values of either 0 black or 1 white,
embedding the watermark without any visual distortion be-
comes more challenging. Binary document images could
potentially include digitized versions of text, circuit dia-
grams, signature, driver licenses, financial and legal docu-
ments, maps, and drawings. By using different image pro-
cessing software, the editing of document images become
easier. As such, the ownership protection, authentication,
and annotation of binary document images have become
important in recent years.
Low et al.2–4 introduced robust watermarking methods
for formatted document images based on imperceptible line
and word shifting. The methods were applied to embed
information in document images for bulk electronic publi-
cations. The line shifting method was found to have low
capacity, but the embedded data was robust to photocopy-
ing, scanning, and printing processes. The word shifting
method could offer higher capacity than the line shifting
method, but the robustness was reduced to printing, photo-
copying, and scanning. Brassil and O’Gorman proposed a
method in Ref. 5 where the height of the bounding box
enclosing a group of words could be used as a feature forApr–Jun 2009/Vol. 18(2)1
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Jmbedding. This method has a better data hiding capacity
han the line and word shifting methods. It was also robust
o distortions caused by photocopying.
Wu and Liu hide data in a binary image using a hierar-
hical model in which human perception was taken into
onsideration.6 Distortion that occurred due to flipping of a
ixel was measured by considering the change in smooth-
ess and connectivity of a 33 window centered at the
ixel. In a block, the total number of black pixels is modi-
ed to be either odd or even for embedding the data bits.
huffling was used to equalize the uneven embedding ca-
acity over the image. Koch and Zhao7 proposed a data
iding algorithm in which a data bit 1 is embedded if the
ercentage of white pixels was greater than a given thresh-
ld and a data bit 0 is embedded if the percentage of white
ixels was less than another given threshold. This algo-
ithm was not robust to attacks, and the hiding capacity was
ow. Mei et al. modified an eight-connected boundary of a
onnected component for data hiding.8 A fixed set of pairs
f 5-pixel-long boundary patterns have been identified for
mbedding data. A unique property of the method is that
he two patterns in each pair are duplicates of each other.
his property allowed for blind detection of the watermark
n a document image.
Amamo and Misaki proposed a feature calibration
ethod in which text areas in an image were identified and
he geometry of the bounding box of each text line was
alculated in Ref. 9 Each bounding box was divided into
our partitions and grouped into two sets. The average
idth of the horizontal strokes of characters was modified
s a feature. In Ref. 10, a new perceptual measure based on
urvature-weighted distance difference CWDD measure
as proposed toward digital watermarking of binary docu-
ent images. Puhan and Ho11 proposed a new exact au-
hentication algorithm using the reversible property of the
erceptual measure so that the possibility of any undetected
ontent modification is removed. The method embeds an
uthentication signature computed from the original image
nto itself after identifying an ordered set of low-distortion
ixels. If the flipping of a pixel is imperceptible to the
uman eye, it is termed as a low-distortion pixel. Such
ixels are found in a binary document image by using a
uitable perceptual model. The parity attack found in the
lock-wise data hiding method6 becomes infeasible due to
ixel-wise embedding of the authentication signature.
Watermarking methods12,13 have been suggested for
alftone images that are used in printed media such as
agazines, newspapers, and printer outputs. These methods
re particularly useful for halftone images and are not suit-
ble for other category of document images like text, draw-
ngs, and cartoons, which have sharply contrasted bound-
ries. Robustness to printing, scanning, and photocopying
s an important issue when the documents are to be distrib-
ted in analog form. The line and word shifting approaches
re found to be robust to printing, scanning, and photo-
opying operations. However, these methods have low ca-
acity, which does not make them suitable for authentica-
ion application. The methods using pixel flipping and
eature modification approach are not robust to printing and
canning, but they offer higher capacity. These methods are
seful in applications when documents are distributed in
he electronic form and robustness to distortions is not anournal of Electronic Imaging 023012-
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131issue. An interesting discussion of various watermarking
and data hiding methods for binary document images is
given in Ref. 14. Some fragile and semifragile watermark-
ing methods were proposed in Refs. 15–17
Most of the binary image watermarking methods deal
with the issue of robustness and annotation applications.
However, the advantages of authentication watermarking
for tamper localization and restoration have yet to be fully
achieved. A method for localization in binary document
images has been reported by Kim and Queiroz.18 In this
alteration locating method, the original image was subdi-
vided into many subimages and each subimage was water-
marked independently. A two-layer watermark was embed-
ded imperceptibly using a block-wise data hiding technique
to verify the integrity of the watermarked image and local-
izing any modification in it. The size of each subimage was
128128 pixels, so its localization accuracy was found to
be low. The block-wise embedding technique used in this
method suffers from the parity attack.6 The parity attack
arises because the signature is embedded by considering the
parity of the blocks, the number of black pixels. If two
pixels that belong to the same block change their values,
the parity of this block may not change, and so this modi-
fication will pass undetected.
A new localization method has been proposed using a
connectivity-preserving transition criterion.19 The image is
partitioned into multiple macro-blocks, and an adaptive
block identifier is embedded in selected macro-blocks for
tamper localization. In this method, the localization accu-
racy is improved to 3333 pixels block size. However,
some possibility of false tamper detection and incorrect lo-
calization exists after attacks.
Previous work on restoration of text document images
has been reported by Makur in Ref. 20 In text document
images, several characters from a finite set convey the nec-
essary information. Each character of the English alphanu-
meric set can be represented by a 7-bit American Standard
Code for Information Interchange ASCII code. In this
method, a self-embedding technique was used for restora-
tion of the original character sequence. The ASCII code of
a character was used as its watermark and embedded im-
perceptibly in another character of the document. For wa-
termark embedding, a particular character was selected
through a random permutation or cyclic shift function. Dur-
ing watermark verification, each character was compared
with its corresponding watermark to restore the original
character sequence after tamper localization. This method
is effective for restoration against the individual alterations
like character substitution, deletion, and insertion. How-
ever, false tamper detection, and restoration failure may
occur after only a few individual alterations. For multiple
alterations such as combined deletion and insertion of char-
acters in the document, restoration is difficult due to a loss
of synchronization.
To overcome these shortcomings in tamper localization
and restoration in binary document images, a new authen-
tication watermarking method is proposed by constructing
an erasable watermark from noise pixels. The proposed
method is feasible and effective for localization in binary
document images in electronic form. Then the localization
method is extended for restoration of the original text se-
quence in text document images.Apr–Jun 2009/Vol. 18(2)2
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JIn this paper, we propose new watermarking methods
or localization and text sequence restoration in binary
ocument images. The rest of the paper is organized as
ollows: In Sec. 2, the proposed localization method for
inary document images is described. In Sec. 3, the pro-
osed restoration method for text document images is pre-
ented. Last, conclusions are drawn in Sec. 4.
Proposed Localization Method
.1 Motivation for Using Erasable Watermark
n this section, we discuss the motivation behind using an
rasable watermark for localization and restoration. For
iding the authentication signature in each block impercep-
ibly, two requirements should be fulfilled. First, the num-
er of low-distortion pixels in a block to embed the authen-
ication signature should be high. Second, the watermark
etection process should be blind. Within a reasonable
lock size, there is insufficient number of low-distortion
ixels available for embedding. The blind detection re-
uirement of these pixels adds to the difficulty in achieving
igh watermark capacity in each block. Furthermore, an
mperceptible watermark cannot be embedded in white re-
ions of the image. The inability to watermark in the white
egions makes the detector vulnerable to malicious tamper-
ng. Due to these shortcomings, it is evident that unless the
lock size is large, imperceptible watermarking may not be
uitable for block-wise tamper localization.
We pay attention to the possibility of embedding the
ignature in other such pixels that causes visual distortion
n the watermarked image. However, the resulting distor-
ion due to the embedding process can be erased entirely at
he blind detector. After erasing the embedded watermark,
he original image can be restored at the blind detector.
his particular concept is known as erasable, invertible, or
eversible watermarking in the literature, and the water-
ark thus embedded is termed as an erasable watermark.
he erasable watermarking algorithm proposed by Fridrich
t al.21 for image authentication is of particular interest to
his paper. The proposed algorithm can be summarized as
ollows: Let A represent the information that is altered in
he cover image when we embed a message of N bits. Frid-
ich et al.21 have shown that the erasability is possible pro-
ided A is compressible. If A can be losslessly compressed
o M bits, N−M additional bits can be erasably embedded
n the cover image. In the implementation of this algorithm
or natural images, it is observed that the neighboring pix-
ls are highly correlated. Thus some bit planes in the whole
mage can be sufficiently compressed to implement an eras-
ble watermark.
For binary document images, each pixel is represented
y one bit, and, it can be considered that there is only one
it plane in the image. If all pixels in the bit plane are
osslessly compressed to construct the erasable watermark,
hen the compressed block does not have perceptual corre-
ation with the original. Therefore, creating an erasable wa-
ermark by directly compressing the bit plane is not rel-
vant in document images. If a set of suitable pixels with
igh correlation can be found in a block, they can be loss-
essly compressed, and an erasable watermark of high ca-
acity can be constructed for document images.ournal of Electronic Imaging 023012-
Downloaded from SPIE Digital Library on 20 Nov 2011 to 1312.2 Pixel Selection for Watermark Embedding
To construct an erasable watermark, we find a set of pixels
in each block of the binary image such that 1 there exists
a high correlation among the pixels, 2 the same set of
pixels can be found at a blind detector, and 3 the relevant
information is preserved after the embedding process so
that the user can determine whether the particular water-
marked image is useful. We analyze pixels in the binary
document image based on their 8-neighborhood. As shown
in Fig. 1, there can be six categories of pixel neighborhoods
in such images. The center pixel can be either black or
white with its eight neighbor pixels possibly all black, or all
white, or a mixture of black and white. Pixels whose neigh-
borhoods have both white and black pixels are contour pix-
els like in Figs. 1c and 1f, and they convey important
visual information in the document image. The center pixel
in Fig. 1b is called a foreground pixel, and the center
white pixel in Fig. 1e can represent a hole, so these pixels
convey some information. The black pixel whose all neigh-
bor pixels are white is termed an isolated pixel, as in Fig.
1a. These pixels are perceived as noise in a binary image.
As shown in Fig. 1d, a white pixel whose all neighbor
pixels are white is termed a background pixel.
Among these pixel categories, we choose the isolated
and background pixels for embedding an erasable water-
mark due to following reasons: Isolated and background
pixels do not convey important information within docu-
ment images. If these pixels are altered, a background noise
will be formed in the image that is similar to the salt-and-
pepper noise found in natural images. In document images,
we obtain information by recognizing various patterns such
as characters, symbols, lines, and curves. It is known that
human vision has the remarkable ability to recognize such
patterns even in the presence of noise. So after embedding
an erasable watermark in these pixels, the user can still
obtain relevant information about the document. The back-
ground pixels occur in long sequences, and isolated pixels
occur between them with less probability. Such a set of
pixels can be significantly compressed using the run-length
coding scheme.22 Flipping of a background pixel creates an
isolated pixel and vice versa, so blind detection of the em-
bedded pixels is possible.
To construct the erasable watermark in each block, an
ordered set of insignificant pixels are searched in a sequen-
tial scanning order starting from left to right and from top
to bottom. A pixel within a block is defined as an insignifi-
cant pixel if it satisfies the following conditions 1, 2, and 3.
Fig. 1 Different categories of pixels in a binary document image
based on their 8-neighborhood.Apr–Jun 2009/Vol. 18(2)3
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Jpixel is defined as a pseudo-insignificant pixel if it satis-
es conditions 1 and 2 but does not satisfy condition 3. The
est of the pixels within a block are defined as residual
ixels. The conditions are designed to ensure that after flip-
ing the current pixel, an insignificant pixel should not be
etected as a pixel that is not insignificant and vice versa
uring blind detection. A pixel in a block is defined to be an
nsignificant pixel if:
Condition 1 The pixel is either a background pixel or an
isolated pixel.
Condition 2 In an MM pixel window, there should
not be any insignificant or pseudo-insignificant pixel al-
ready found in the block.
Condition 3 After flipping the current pixel, there
should not be any pixel in its 8-pixel neighborhood that
comes before in the scanning order and satisfies the pre-
ceding two conditions.
Condition 3 is verified as follows. Suppose that we are
eciding the status of the pixel P during embedding using
onditions 1, 2, and 3 in Fig. 2. If it satisfies condition 1
nd 2, then condition 3 is tested as follows. The pixel P is
ipped, and then a total of four  marked pixels are
ested for condition 1 and 2 in scanning order. This is pos-
ible since the status of pixels coming before the 
arked pixels in scanning order is already known. If any
 marked pixel is found to satisfy conditions 1 and 2, the
est of such pixels are not tested. Pixel P is then identified
s a pseudo-insignificant pixel.
.2.1 Analysis
he reason for selecting the background and isolated pixels
or constructing the erasable watermark has already been
xplained in this section. Condition 2 is necessary due to
he following reasons: Flipping of the current pixel may
ause a change in the status of the already found insignifi-
ant pixel, and the pseudo-insignificant pixel already found
n its neighborhood may become an insignificant pixel after
he flipping process. Thus, a change in the status of already
ound insignificant and pseudo-insignificant pixels can lead
o wrong blind detection; the flipping of the current pixel
ould change the status of its 8-neighborhood insignificant
ixel.
ig. 2 Pixel grid explaining status change possibility of the pseudo-
nsignificant pixel P.ournal of Electronic Imaging 023012-
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131This possibility is shown in Fig. 3a as an example.
Flipping the center pixel marked x to black will affect the
neighboring pixel marked 1. This pixel no longer satisfies
condition 1 after flipping the center pixel. If it has been
identified as an insignificant pixel for embedding, its status
will be changed during blind detection. In a 33 pixel
window centered on a pixel, there should not be more than
one insignificant pixel. This is because flipping of multiple
insignificant pixels may convert a pixel that is not insig-
nificant to an insignificant one. This is shown as an ex-
ample in Fig. 3b. If both black insignificant pixels are
flipped, then there is a possibility that the center pixel
marked x will be detected as an false insignificant pixel.
In Fig. 3c, an example is shown where flipping of a white
pixel could convert a pseudo-insignificant pixel to an insig-
nificant pixel. When M is equal to 3, the black pixel
marked with an arrow satisfies conditions 1 and 2. How-
ever, it does not satisfy condition 3, because the pixel in its
8-neighborhood marked x satisfies conditions 1 and 2 af-
ter its flipping. This black pixel is therefore detected as a
pseudo-insignificant pixel, and it is not considered for em-
bedding. The white pixel marked 2 is detected as an in-
significant pixel, and it may be flipped to black for embed-
ding. The black pixel marked with an arrow, which is
actually a pseudo-insignificant pixel, would then be de-
tected as an false insignificant pixel during blind detec-
tion. If M is chosen to be equal or greater than 5, the above
possibilities of wrong detection would be avoided. Condi-
tion 3 is necessary due to the following reason: If after
flipping, any pixel is generated among the 8-neighborhood
Fig. 3 Examples of pixel patterns to illustrate the wrong blind de-
tection of insignificant pixels. Left: Patterns before flipping process.
Right: Patterns after flipping process.Apr–Jun 2009/Vol. 18(2)4
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Jixels coming before in the scanning order and satisfy con-
itions 1 and 2, it could become a false insignificant pixel
uring detection; however, any pixel generated subse-
uently in the scanning order does not cause any error be-
ause of condition 2.
We present the logical argument to show that with M
5, no pixel in a block changes its status during blind de-
ection without any tampering:
Case 1: Residual pixel Due to flipping of a single in-
significant pixel, a residual pixel in its 8-neighborhood
can change its status if it satisfies at least condition 1 and
2. If the residual pixel satisfies condition 1 and 2 due to
flipping, it violates condition 3. During embedding, such
a pixel flipped one would have been defined as a
pseudo-insignificant pixel and not considered for flip-
ping. When a residual pixel satisfies condition 2, not
condition 1, during embedding, the following case may
arise during detection. Due to multiple flipping of insig-
nificant pixels, the residual pixel may satisfy condition
1. This is possible when multiple insignificant pixels are
present in the 8-neighborhood of the residual pixel. With
the choice of M =5 in condition 2, no residual pixel
contains more than one insignificant pixel in its
8-neighborhood.
Case 2: Pseudo-insignificant pixel A pseudo-
insignificant pixel P will be converted to an insignifi-
cant pixel during blind detection if it satisfies condition
3 additionally. In Fig. 2, this is possible when no 
marked pixels satisfy conditions 1 and 2 after flipping
the pixel P. During embedding, at least one 
marked pixel was found to satisfy condition 1 and 2
after flipping the pixel P.
During blind detection, the  marked pixel may fail
to satisfy condition 1 if there is flipping of an insignifi-
cant pixel in its 8-neighborhood. This possibility is
avoided by the choice of M =5 in condition 2. The 
marked pixel will continue to satisfy condition 2, since
residual pixels coming before it cannot change their sta-
tus, as explained previously.
A pseudo-insignificant pixel P will be converted to
a residual pixel during blind detection if it does not sat-
isfy any of conditions 1 and 2. Since there is no flipping
in its 55 pixel neighborhood, it continues to satisfy
condition 1. It also continues to satisfy condition 2, be-
cause any residual pixel coming before in scanning or-
der does not change its status in the 55 pixel neigh-
borhood.
Case 3: Insignificant pixel Since residual and pseudo-
insignificant pixels do not change their status due to the
flipping process, it is evident that insignificant pixels
will satisfy conditions 1, 2, and 3 during blind detection.
.3 Embedding Erasable Watermark for
Localization
he proposed localization method is outlined in the follow-
ng steps. The block diagram of the proposed method for
mbedding is shown in Fig. 4.
1. The whole image is divided into nonoverlappingournal of Electronic Imaging 023012-
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131blocks of YZ pixels. Watermarking is performed
for each block independently.
2. In each block, an ordered set of insignificant pixels
are searched in a sequential scanning order as de-
scribed by conditions 1, 2 and 3 in Sec. 2.2. The
insignificant pixel set is losslessly compressed using
the run-length coding scheme. Let the compressed
data be denoted as CD.
3. Authentication signature AS is computed from the
block according to the following equation
AS = HCb,K,Ib,IK , 1
where H, Cb, K, Ib, and IK denote hash function, cur-
rent block in the original image, secret key, block
index, and image index, respectively.
The block index is used in the computation of sig-
nature to resist block-swapping by a hostile attacker,
and the image index is necessary to resist the
Holliman-Memon attack.23
4. The compressed data and authentication signature are
concatenated to create the message m, which is em-
bedded in the insignificant pixel set producing the
watermarked block. The embedding is performed
pixel-wise, so an insignificant pixel holds one bit of
m, and its pixel value is set equal to the signature bit
it holds. Likewise, all blocks in the image are
watermarked.
2.4 Detecting Erasable Watermark for Localization
The block diagram of the proposed method for detection is
shown in Fig. 5.
1. To verify each block in the test image, the message
md is extracted by finding the insignificant pixel set in
the embedding process. Its component pieces, the
compressed version of insignificant pixel set CD
d and
the authentication signature AS
d are extracted. The first
10 bits of md represent the size of the compressed
Insignificant
pixel searchoriginal
block
b
C
Signature
computation
Erasable watermark
construction
Pixel-wise
embedding
S
A
m
watermarked
block
Fig. 4 Block diagram of embedding process in the proposed local-
ization method.
Insignificant
pixel search
Watermark
component extraction
d
D
C
d
S
A
Block
reconstruction
test image
block
d
b
C
Signature
computation
Compare
yes/no
1d
s
A
Fig. 5 Block diagram of blind detection process in the proposed
localization method.Apr–Jun 2009/Vol. 18(2)5
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Jdata. While compressing the insignificant pixel set by
run-length coding, a 10-bit representation is used for
the number of white pixels and a 1-bit representation
for the number of black pixels. This is because the
possibility of occurrence of isolated pixels is less as
compared to the background pixels. The first 10 bits
giving the size information and the run-length en-
coded data represent the compressed data in md. The
compressed version of the insignificant pixel set to-
gether with the current block is used to reconstruct
the block Cb
d
.
2. The authentication signature of the reconstructed
block is computed as follows and compared with the
extracted signature:
AS
d1 = HCb
d
,K,Ib,IK , 2
where H, Cb
d
, K, Ib, and IK denote hash function, re-
constructed block, secret key, block index, and image
index, respectively.
Fig. 6 a Original text document image of siz
bedding the erasable watermark in each block;
image.ournal of Electronic Imaging 023012-
Downloaded from SPIE Digital Library on 20 Nov 2011 to 1313. If the signatures AS
d and AS
d1 match, then the recon-
structed block is authentic. Verification of each block
is performed independently to localize any tampering
in the watermarked image.
2.5 Results and Discussion
In this section, we present simulation results by construct-
ing the erasable watermark for the proposed block-wise lo-
calization method. The authentication signature to be used
in this algorithm is the hashed message authentication code
HMAC. The HMAC is found by computing the one-way
hash function of the data string that is a concatenation of
the pixel set and secret key. In our method, high security
against content modification is obtained by using the cryp-
tographic hash function. We have implemented the
message-digest MD5 hash function24 to compute the
HMAC. The output 128-bit HMAC is used as the authen-
tication signature, and the message m is constructed for
each block as described in the proposed method. The value
of M is chosen to be 5 for achieving high watermark ca-
440 pixels; b watermarked image after em-
 redundancy R for each block of the originale 320
and cApr–Jun 2009/Vol. 18(2)6
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Jacity and correct watermark detection. We have chosen a
lock size of 4040 pixels in our simulation, and the
lock size can be suitably modified if the length of the
uthentication signature is changed. In Figs. 6–8, the origi-
al and watermarked images are shown after the pixel-wise
mbedding of m in each block. With no tampering, all
locks in the watermarked images are verified.
It is observed that even though background noise is
resent in the watermarked images, the content in the docu-
ents can be understood by the user. In the watermarked
mages, it is observed that the background noise appears to
e random and different well-structured patterns can be rec-
gnized due to the inherent ability of human vision. The
ackground noise carried by the watermark is very visible,
ven if the content can be interpreted by human users. Pre-
ious localization and restoration methods use perceptual
odels for reducing visual distortion in watermarked im-
ges. The proposed method is compared with the percep-
ual models such as the Princeton model6 and the CWDD
odel.10 The evaluation of quality degradation in a binary
ocument image is performed using the objective distortion
easure.
25
The original images used in the experiment are shown in
ig. 9. A certain number of low-distortion pixels are flipped
n an original image using the perceptual model. The pro-
osed method is used to flip the same number of noise
ixels in the original image. The image size and the number
f flipped pixels for each original image are given in Table
. A total of 36 images are generated and the objective
istortion measure is computed for each of such images
Table 1. From the table, the distortion measure for an
mage generated using the proposed method is maximum in
ig. 7 a Original drawing image of size 400400 pixels; b wa-
ermarked image after embedding the erasable watermark in each
lock; and c redundancy R for each block of the original image.ournal of Electronic Imaging 023012-
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131each case. This agrees with the fact that the noise pixels are
very visible as compared to the low-distortion pixels cho-
sen by the perceptual model. In the proposed method, a
large number of noise pixels are flipped for embedding the
erasable watermark. In such a case, the objective distortion
measure will be significantly high. To illustrate, when
10,000 noise pixels are flipped in the original images, the
objective distortion measure is 4.54, 4.78, 5.21, and 6.01,
respectively. Such a large number of low-distortion pixels
could not be flipped in the original images due to their lack
of availability.
The noise pixels used for embedding the erasable water-
mark introduce quality degradation. In applications using
document images, the authenticity of each block in the test
image is first verified. If authenticity is verified, the exact
copy of original image is restored, i.e., the watermark is
removed. Since the reconstructed image is used for subse-
quent use and analysis, no application should suffer due to
the quality degradation in the watermarked image.
For secure embedding, each block in the original image
should have high watermark capacity. The capacity of a
block is the number of bits that can be embedded within it.
To analyze the performance of the proposed method in dif-
ferent images, we define the term redundancy R in Eq. 3
as the number of bits available in a block to accommodate
the signature,
R = size of the insignificant pixel set
− compressed data size. 3
Fig. 8 a Original image of size 480560 pixels containing text
and signature; b watermarked image after embedding the erasable
watermark in each block; and c redundancy R for each block of
the original image.Apr–Jun 2009/Vol. 18(2)7
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Jsimilar definition of redundancy has been used for natu-
al images in Ref. 21 In Figs. 6, 7, and 8c, it is shown that
ost blocks in the images have high redundancy for em-
edding m. Redundancy is an important parameter for per-
ormance evaluation of an erasable watermarking method
ecause security, localization accuracy, and restoration ca-
ability depend on it. If redundancy in a block is too low, a
ufficient number of signature bits cannot be embedded,
eading to compromised security. To achieve sufficient re-
undancy, the block size needs to be increased, leading to a
oss of localization accuracy. High redundancy of image
locks makes it possible to use a strong error correction
oding scheme for effective restoration capability.
If R in a block is less than 128 bits, e.g., 90 bits, then the
rst 90 bits of HMAC will be used to construct m and
uthenticate the current block. Similarly, at the detector, the
omparison between computed and extracted signature is
erformed only for the first 90 bits. In the proposed
ethod, some blocks do not have sufficient redundancy to
mbed 128 bits. It is possible to increase redundancy in
ach block by increasing the block size; however, localiza-
Fig. 9 a to d The original images used for
distortion measure.ournal of Electronic Imaging 023012-
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131tion accuracy against tampering will be reduced. Thus,
higher security can be achieved at the cost of localization
accuracy.
If authenticity is verified, an exact copy of the original
image is restored at the blind detector. To illustrate the lo-
calization capability of the proposed method, we perform
the following modifications in the watermarked image in
Fig. 7b. The characters “Primary” at the left and bottom
portion of the image are removed, and the attacked image is
shown in Fig. 10. The detection is performed on the at-
tacked image, and the detector correctly localizes the tam-
pered blocks. Due to the use of a fragile watermark, it is not
possible to recover the correct set of insignificant pixels in
a block after any attack. The extracted and computed sig-
natures do not match, and the block is declared to be tam-
pered with or inauthentic. The proposed method is not ro-
bust to any kind of unintentional attacks, which is a
limitation of fragile watermarking.
To test the effectiveness of our proposed method further,
a total of 15 test images containing text, formulae, draw-
ings, and tables are generated. In Tables 2–4, R for each
y degradation comparison using the objectivequalitmean
Apr–Jun 2009/Vol. 18(2)8
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Downloaded from SPIE Digital Library on 20 Nov 2011 to 131test image is given for the block sizes of 3636, 4040,
and 4848 pixels, where Rmean is the mean of redundancy
of all the blocks in a test image. The minimum R for the
test images is reported in Tables 2–4. By taking the mean of
the mean redundancy of all 15 test images, an approximate
account of available watermark capacity in binary docu-
ment images is obtained. The mean of the mean redun-
dancy is found to be 90.22, 113.27, and 139.06 bits for
3636, 4040, and 4848 pixels block size, respec-
tively. Thus, it is shown that a hash output of 96 bits or
128 bits can be suitably embedded in blocks of various
binary document images in the proposed method.
The performance of the proposed algorithm can be com-
pared with the previous methods.18,19 The localization ac-
curacy in the previous method18 was approximately at the
block size of 128128 pixels. In the proposed method, it
has been improved to approximately the block size of 40
40 pixels. The possibility of parity attack is not present
in the proposed method because each message bit is em-
bedded in an insignificant pixel instead of a block. For the
proposed localization method, we discuss about two cases
of false tamper detection. First, a block is declared to be
inauthentic when there is no tampering in the block at all.
The insignificant pixel positions are selected in such a man-
ner that correct watermark detection is possible at the re-
ceiver without using the original image. When there is no
tampering, each block in the test image is verified to be
authentic. Second, a block is declared to be inauthentic
when another block in the test image is tampered with. In
Table 2 Redundancy in test images with 3636 pixel block size.
Image
number
Number of
blocks Rmean bits Rminimum
1 195 86.11 48
2 195 87.16 48
3 195 88.34 52
4 195 92.25 53
5 240 101.57 46
6 224 100.60 62
7 180 88.21 57
8 368 97.82 61
9 169 85.54 53
10 238 86.45 52
11 182 86.02 51
12 208 84.16 55
13 238 92.06 50
14 238 92.54 50
15 220 84.51 49able 1 Comparison of three methods Princeton, CWDD, and pro-
osed with respect to quality degradation by using the objective
istortion measure Ref. 25.
riginal
mage Size
Number of
flipped
pixels
Objective distortion measure
Princeton CWDD Proposed
440520 350 0.07 0.09 0.16
550 0.11 0.14 0.25
850 0.18 0.22 0.39
448512 350 0.08 0.08 0.16
550 0.12 0.14 0.25
850 0.19 0.23 0.39
464512 350 0.08 0.10 0.16
550 0.13 0.16 0.25
850 0.20 0.24 0.39
520544 350 0.10 0.12 0.16
550 0.15 0.19 0.25
850 0.25 0.27 0.39ig. 10 a Attacked image. b Image showing the authentic recon-
tructed blocks; a total of 8 tampered blocks are shown in the dark
egion.Apr–Jun 2009/Vol. 18(2)9
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Jhe proposed method, watermarking is performed for each
lock independently; hence authenticity status of each
lock remains unaffected by the attacker’s activity within
ther blocks. Thus, there is no possibility of false tamper
etection and incorrect localization in the proposed method.
Proposed Restoration Method in Text
Document Images
.1 Basic Concept
fter localization of tampered regions in a document im-
ge, the next relevant question arises about the possibility
f restoring the modified portions. In this section, a new
ethod to address the issue of text sequence restoration is
roposed using erasable watermarks in conjunction with
rror correction coding. The method is particularly effec-
ive for text document images in electronic form. In the
roposed method, embedding an erasable watermark in
ach block of an image will introduce visible noise in wa-
ermarked images that can be made available for different
sers. The relevant information contained in the text docu-
ent is preserved so that the user can understand the docu-
ents. The user can localize any tampering to the water-
arked image with high probability and accuracy. After
ocalization, the original text sequence can be restored by
sing error correction coding techniques. The watermark
an then be erased from the authenticated blocks to retrieve
he distortion-free original image for further analysis and
pplication.
Table 3 Redundancy in test images with 4040 pixel block size.
mage
umber
Number of
blocks Rmean bits Rminimum
168 111.95 67
143 105.51 75
156 110.82 73
156 115.25 76
182 123.19 78
182 124.78 83
154 114.31 82
280 119.90 81
144 110.02 72
0 180 105.78 75
1 144 107.56 66
2 180 109.43 69
3 192 115.88 75
4 208 118.16 71
5 180 106.52 71ournal of Electronic Imaging 023012-1
Downloaded from SPIE Digital Library on 20 Nov 2011 to 1313.2 Finding Insignificant Pixels after Preprocessing
For restoration applications, a substantial amount of water-
mark capacity is required to embed necessary information
bits. The availability of high capacity through constructing
an erasable watermark is illustrated in Sec. 2.5. In our in-
vestigation, we found that it is necessary to further increase
the available watermark capacity for achieving effective
restoration capability. The procedure to find insignificant
pixels in a block is described in Sec. 2.2. For correct and
blind detection, it was shown that the minimum value of M
should be chosen as 5. To increase the redundancy R in a
block, the value of M should be decreased such that a
greater number of insignificant pixels could be found. At
the same time, to ensure correct watermark detection, cer-
tain modifications are necessary in the watermarking pro-
cess. If the value of M is chosen to be 3, then correct
detection is not possible due to the following reasons: As
shown in Fig. 3b, there is a possibility of false insignifi-
cant pixel generation after flipping two black insignificant
pixels. In Fig. 3c, flipping of a white pixel marked 2
could convert a pseudo-insignificant pixel marked by an
arrow to an insignificant pixel. To avoid such possibilities
of wrong detection, we modify the procedure for finding
the insignificant pixels after performing a preprocessing
step. If two isolated pixels are found within a 33 pixel
window centered on any pixel, one of them will be flipped
to become a white pixel. Isolated pixels in a text document
image do not carry significant information and the probabil-
ity is low in finding two isolated pixels in a 33 pixel
Table 4 Redundancy in test images with 4444 pixel block size.
Image
number
Number of
blocks Rmean bits Rminimum
1 143 136.48 89
2 120 130.25 99
3 132 136.75 104
4 132 141.90 106
5 156 151.51 109
6 156 152.14 111
7 130 142.32 109
8 247 148.81 99
9 121 136.19 93
10 154 132.43 90
11 121 133.26 95
12 143 132.24 92
13 154 140.29 91
14 168 142.76 102
15 144 128.63 100Apr–Jun 2009/Vol. 18(2)0
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Jindow. Thus flipping such isolated pixels does not have
uch impact on the text document content. After this pre-
rocessing step, an ordered set of insignificant pixels is
earched in a sequential scanning order starting from left to
ight and top to bottom. A pixel within a block of the pre-
rocessed image is defined to be an insignificant pixel if the
ollowing three conditions are satisfied. A pixel is defined
s a pseudo-insignificant pixel if it satisfies conditions 1
nd 2 but does not satisfy condition 3. The rest of the pixels
re defined as residual pixels.
Condition 1 The pixel is either a background pixel or an
isolated pixel.
Condition 2 In a 33 pixel window centered on the
current pixel, there should not be any insignificant pixel,
and in a 55 pixel window, there should not be any
pseudo-insignificant pixel already found in the block.
Condition 3 After flipping the current pixel, there
ig. 11 The residual pixel R with its 8-neighborhood to analyze mul-
iple insignificant pixel flipping.
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ig. 12 Block diagram of the proposed restoration method: a Em-
edding process; and b blind detection process.ournal of Electronic Imaging 023012-1
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131should not be any pixel in its 8-pixel neighborhood that
comes before in the scanning order and satisfies the pre-
ceding two conditions.
We present a logical argument to show that modification
of condition 2 along with a preprocessing step will ensure
correct blind detection in restoration:
Case 1: Residual pixel As discussed in Sec. 2.2, a re-
sidual pixel could change its status due to multiple in-
significant pixels in its 8-neighborhood. This is possible
when a residual pixel satisfies condition 2, not condition
1, during embedding. In Fig. 11, we analyze the
8-neighborhood of a residual pixel containing multiple
insignificant pixels, when M =3. The center pixel R is a
residual pixel and the pixels 1 to 4 come before it in
scanning order. The pixels 6 to 9 can be considered as
insignificant pixels. However, the pixels 1 to 4 are not
considered as insignificant pixels for the sake of analy-
sis, because R will then never change its status due to
condition 2. We also consider the pixels 1 to 4 as white
pixels so that R can possibly satisfy condition 1 due to
multiple insignificant pixels.
Due to the 33 pixel neighborhood constraint in
condition 2, there can be a maximum of two insignifi-
cant pixels among pixels 6 to 9. This occurs when
pixel 7 and either of pixel 6 or 9 are insignificant
pixels. We examine different cases of insignificant pix-
Fig. 13 a Original image of 320440 pixels; and b the water-
marked image after embedding the message m in 110 blocks.Apr–Jun 2009/Vol. 18(2)1
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Jels: 1 one isolated and another background pixel, 2
both isolated pixels, and 3 both background pixels:
• 7 Isolated pixel; 6 or 9 background pixel. Pixel R
will satisfy condition 1 when pixel 7 is flipped and
pixel 6 or 9 remains unchanged. However, this case
is not possible since pixel 7 would be declared as
pseudo-insignificant during embedding.
• 7 background pixel; 6 or 9 isolated pixel. This
case is identical to the previous one. Pixel R will sat-
isfy condition 1 when pixel 7 remains unchanged
and pixel 6 or 9 is flipped. However, this case is
not possible since pixel 6 or 9 would be declared as
pseudo-insignificant during embedding.
• 7 Isolated pixel; 6 or 9 isolated pixel. Pixel R will
satisfy condition 1 when both pixels are flipped. How-
ever, this case is not possible due to the preprocessing
step before embedding.
• 7 background pixel; 6 or 9 background pixel.
Pixel R will satisfy condition 1 when both pixels re-
main unchanged. This implies that R satisfied condi-
Fig. 14 Redundancy R for each block of the original image.
ig. 15 The number of error bits in each 63-bit segment of the bit
equence Ed extracted from the watermarked image.s
ournal of Electronic Imaging 023012-1
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131tion 1 but not condition 2 during embedding. Other-
wise, it would have been declared at least as a pseudo-
insignificant pixel. In that case, an insignificant pixel
could not be present in its 8-neighborhood.
Case 2: Pseudo-insignificant pixel Since M =5 is used
in condition 2 for pseudo-insignificant pixels, the logical
argument given in the case of localization holds good for
restoration.
Case 3: Insignificant pixel Since residual and pseudo-
insignificant pixels do not change their status due to the
flipping process, it is evident that all insignificant pixels
will satisfy conditions 1, 2, and 3 during blind detection.
3.3 Erasable Watermark Embedding for
Restoration
The block diagram of the proposed restoration method is
shown in Fig. 12. We outline the proposed restoration
method in the following steps.
1. The original image is divided into nonoverlapping
blocks of 3240 pixels. The size of the original im-
age is chosen to be the multiple of individual block
size. Watermarking is performed for each block inde-
pendently.
Fig. 16 Attacked image after multiple alterations like text deletion,
insertion, substitution, and block swapping.
Fig. 17 Image showing the authentic reconstructed blocks; a total
of 13 tampered blocks are shown in the dark regions.Apr–Jun 2009/Vol. 18(2)2
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J2. The text sequence in the original image is extracted
in a sequential order, and a binary sequence Ac is
obtained after each character is converted to the cor-
responding ASCII code.
3. Another binary sequence Es is obtained by encoding
Ac with an n ,k Bose, Ray-Chaudhuri, Hocqueng-
hem BCH encoder.26 Using this scheme, ts error bits
can be corrected in an n-bit ECC encoded segment.
Before ECC encoding, zero-padding can be per-
formed such that the number of bits in the sequence
Ac becomes an integral multiple of k. The parameters
n and k are chosen such that the total number of bits
in Es is less than or equal to 108B, where B is the
total number of blocks in the image. The number 108
is chosen here because a maximum of 108 bits in Es
will be embedded in a single block, as described in
the following steps.
4. After ECC encoding, zero-padding can be performed
in the sequence Es to make the number of bits exactly
equal to 108B. Es is then randomly permuted using
the secret key K. Let the permuted sequence be de-
noted as Ps. The errors due to tampering in a local-
ized region of the image often come as bursts. The
random permutation distributes the burst type of error
over the whole image; thus increasing the correction
capability of ECC coding.
5. The sequence Ps is divided into B nonoverlapping
segments of size 108 bits each. Let each such seg-
ment be denoted by Sc. A maximum of 108 bits of a
particular segment Sc is used in the embedding pro-
cess of the corresponding block in the sequential or-
der.
6. In each block, an ordered set of insignificant pixels
are searched in the sequential scanning order by us-
ing conditions 1, 2, and 3 described in Sec. 3.2. The
insignificant pixel set is losslessly compressed using
the run-length coding scheme. A total of 10 bits are
used to represent the size of the run-length encoded
data. These 10 bits along with the run-length encoded
data represent the compressed data C . The term re-
ig. 18 The number of error bits in each 63-bit segment of the bit
equence Esd extracted from the attacked image.D
ournal of Electronic Imaging 023012-1
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7. Let the sets S1 and S2 be defined such that S1 contains
the first 32 bits and S2 contains the next ns bits of the
segment Sc, where
ns = minR − 64,76 . 4
In Eq. 4, ns is defined to adjust the size of embed-
ded data if the current block has insufficient redun-
dancy.
8. The 64-bit authentication signature As defined by
As = HCb,K,Ib,IK,S2 , 5
is computed from the current block, where H, Cb, Ib,
and IK denote hash function, current block in the
original image, block index, and image index,
respectively.
The reason for using S2 in signature computation
is to secure the embedded information against hostile
attacks. If these bits used for restoration purpose are
altered by the attacker in a block, then the block be-
comes inauthentic.
9. The authentication data AD of size ns+64 bits con-
sists of three sets. Let the sets be denoted as AD
1
, AD
2
,
and AD
3
, where AD
1 contains the first 32 bits, AD
2 con-
tains the next 32 bits, and AD
3 contains the remaining
ns bits of AD. The three sets are computed according
to Eq. 6:
AD
1
= As
1
 S1,
Fig. 19 a to d The original images used for showing restoration
capability of the proposed method.Apr–Jun 2009/Vol. 18(2)3
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JAD
2
= As
2
 S1
c
,
AD
3
= S2, 6
where  is the exclusive OR operation, As
1 contains
the first 32 bits, and As
2 contains the remaining 32 bits
of As.
In Eq. 6, the same 32 bits of S1 are used in the
first two segments for tamper localization. During
blind detection on an attacked image, the tampered
block will not satisfy Eq. 10 due to the use of a
fragile watermark. If some bits of S2 are used in the
second part, it is difficult to establish a relationship
between two segments in Eq. 10. Thus, tamper lo-
calization will not be possible after attacks.
10.The compressed data CD and authentication data AD
are concatenated to create the message m, which is
embedded in the insignificant pixel set. The embed-
Fig. 20 a to d The corrournal of Electronic Imaging 023012-1
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131ding is performed pixel-wise, so an insignificant pixel
holds one bit of m and its pixel value is set equal to
the message bit it holds. According to Eq. 4, the
maximum size of S2 is 76 bits. Thus the maximum
size of AD in a block is equal to 140 bits. In an ideal
case, each block of the original image should have
R140.
3.4 Erasable Watermark Detection for Restoration
1. The test image is divided into nonoverlapping blocks
of 3240 pixels. Verification is performed for each
block independently.
2. To verify each block, the message m is extracted by
finding the insignificant pixel set using conditions 1,
2, and 3 as described in Sec. 3.2. During detection, it
was found that preprocessing was not necessary. The
parameters R and n are computed using Eqs. 3 and
ing watermarked images.esponds
Apr–Jun 2009/Vol. 18(2)4
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J4, respectively. The compressed data CD
d and the
authentication data AD
d are extracted from the mes-
sage m. The compressed data CD
d together with the
current watermarked block is used to reconstruct the
block Cb
d
.
3. The authentication data AD
d of size ns+64 bits is
separated into three sets. Let the sets be denoted as
AD
a
, AD
b
, and AD
c
, where AD
a contains the first 32 bits,
AD
b contains the next 32 bits, and AD
c contains the re-
maining ns bits of AD
d
.
4. The 64-bit signature As
d is computed from the recon-
structed block Cb
d according to
As
d
= HCb
d
,K,Ib,IK,AD
c  , 7
where the two sets As
a and As
b are defined such that As
a
contains the first 32 bits, and As
b contains the remain-
ing 32 bits of Ad.
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Fig. 21 a to d Redundancy Rs
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which contains information bits for restoration. It
consists of two sets: S1
d contains the first 32 bits,
which is computed
S1
d
= AD
a
 As
a
. 8
The other set S2
d contains the remaining ns bits and is
equal to AD
c
.
6. Another set S1
d1 is computed according to
S1
d1 = AD
b
 As
b
. 9
The reconstructed block Cb
d is authentic, only if the
following condition:
S1
d
= S1
d1c, 10
is satisfied.
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J7. If necessary, zero-padding is performed such that the
size of Sc
d becomes equal to 108 bits. During verifi-
cation of all blocks in the sequential order, the seg-
ments Sc
d are concatenated to obtain the sequence Ps
d
.
8. The sequence Es
d is obtained after inverse permuta-
tion of Ps
d by using the secret key K. The n ,k BCH
decoder is applied in each n-bit segment of Es
d to
obtain Ac
d
. If the number of error bits in Es
d with
respect to Es is within the correction capability of
ECC decoder, the original text sequence can be cor-
rectly extracted from Ac
d
.
.5 Results and Discussion
n this section, we present simulation results by construct-
ng the erasable watermark using the proposed restoration
ethod. The authentication signature to be used in this
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Fig. 22 a to d The number of error bits in e
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HMAC. The 64-bit HMAC is used as the authentication
signature, and the message m is constructed for all blocks
as described in the proposed method. The length of HMAC
is reduced to 64 bit from 128 bits to accommodate extra
information bits for restoration. A sufficient number of in-
significant pixels are available within a block size of 32
40 pixels. The choice of higher block size will produce
higher capacity; however, the number of error bits contrib-
uted by a tampered block is increased. Moreover, restora-
tion would be affected.
The values of n and k are chosen to be 63 and 18, re-
spectively for BCH error correction coding. Using this
scheme, a total of 10 error bits can be corrected in a 63-bit
ECC encoded segment. The use of 63, 18 BCH code is
found to be a conservative choice, since it is not document
dependent. For effective restoration, the strength of error
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Jorrection coding should be dependent on the number of
haracters and text document image size. The adaptive
hoice of code dimension could enhance the restoration ca-
ability of the proposed method. However, it is difficult to
onvey such an adaptive choice of code dimension to the
etector. One possibility is to embed the code dimensions
n a robust manner so that it can be extracted during detec-
ion. However, this does not guarantee the correct extrac-
ion of code dimension in all cases of tampering.
The original and the watermarked images after pixel-
ise embedding of m in each block are shown in Fig. 13. It
s observed that although background noise is present in the
atermarked image, the text can be read and understood by
he user. Without any tampering, all blocks in the water-
arked images are verified. After verification, the original
mage can be restored at the blind detector. In Fig. 14, it is
hown that most blocks in the image have high redundancy
Fig. 23 a to dournal of Electronic Imaging 023012-1
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131for embedding m. Due to insufficient redundancy in some
blocks, a total of 31 error bits are corrected during ECC
decoding, and the original text sequence is extracted. Fig-
ure 15 illustrates the number of error bits in each 63-bit
segment of the extracted sequence Es
d without any attacks.
The number of error bits in each segment is found to be
lower than the error correction capability. While the error
correction capability in each segment is 10 bits, a maxi-
mum of 2 error bits are found. However, the error bits
introduced due to insufficient redundancy reduces the res-
toration capability in the ideal case of sufficient redun-
dancy against attacks.
We perform multiple modifications such as text deletion,
insertion, substitution and block swapping in the water-
marked image: 1 Only the word information in the last
line is deleted; 2 first three blocks are swapped with the
ttacked images. The aApr–Jun 2009/Vol. 18(2)7
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Jast three blocks; 3 the word theory is inserted in the last
ine; and 4 the word for in line 5 is substituted by the
ord to. The resulting attacked image is shown in Fig. 16.
lind detection is performed on the attacked image to re-
tore the original text sequence after tamper localization. In
ig. 17, the authentic reconstructed blocks are shown after
he watermark erasing process. The detector correctly local-
zes 13 tampered blocks shown as dark regions. A total of
53 error bits are corrected during ECC decoding, and the
riginal text sequence is extracted. The number of error bits
n each 63-bit segment of the extracted sequence Es
d is
hown in Fig. 18. Since the number of the error bits in each
egment does not exceed 10, correct extraction of original
ext sequence is performed after ECC decoding.
To show the effectiveness of the proposed method, four
riginal images are used in Figs. 19a–19d. The size of
he images is 480560, 480480, 512520, and 608
Fig. 24 a to d The images showing the authe
in the dark regions.ournal of Electronic Imaging 023012-1
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131520 pixels, respectively. The corresponding watermarked
images are shown in Fig. 20. The redundancy of different
blocks in the original images is shown in Fig. 21. Without
any tampering, all blocks in the watermarked images are
verified. Fig. 22 illustrates the number of error bits in each
63-bit segment of the extracted sequence Es
d from the wa-
termarked images. Due to insufficient redundancy, a total of
56, 0, 22, and 8 error bits are corrected during ECC decod-
ing, respectively.
We perform different attacks in the watermarked images,
and the attacked images are shown in Figs. 23a–23d.
The attacks are described as follows: in the first image, the
section title 2. Introduction is moved from the beginning to
the end portion. In the second image, the first and last 12
blocks are modified to white pixels. In the third image, the
first 39 blocks are modified to uniformly distributed ran-
dom noise. In the fourth image, the last two sentences of
constructed blocks; tampered blocks are shownntic reApr–Jun 2009/Vol. 18(2)8
.227.157.170. Terms of Use:  http://spiedl.org/terms
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Jeference 1 are replaced with corresponding sentences of
eference 2. Blind detection is performed on the attacked
mages to restore the original text sequence after tamper
ocalization. In Fig. 24, the authentic reconstructed blocks
re shown after the watermark erasing process for all cases.
he detector correctly localizes tampered blocks shown as
ark regions. The number of tampered blocks in the at-
acked images is found to be 15, 24, 39, and 26, respec-
ively. The number of error bits in each 63-bit segment of
he extracted sequence Es
d is shown in Fig. 25. A total of
32, 863, 1443, and 636 error bits are corrected during
CC decoding, respectively. Except in the case of third
ttacked image, the original text sequence is extracted cor-
ectly in all other cases.
Restoration of the original text sequence is not possible
uring detection if the number of error bits exceeds 10 in
ny 63-bit segment of the extracted sequence Es
d
. To study
estoration failure, we perform an attack by randomly se-
ecting a set of blocks in the watermarked image using a
ey and the blocks are tampered. Inverse permutation is
erformed on the extracted sequence Ps
d to generate Es
d
. The
umber of error bits in each 63-bit segment of Ed is com-
Fig. 25 a to d the number of error bits in eac
the attacked images.s
ournal of Electronic Imaging 023012-1
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131puted. The number of blocks selected for tampering is in-
creased sequentially till the restoration failure occurs, i.e.,
the total number of error bits exceeds by 10 in any 63-bit
segment of Es
d
. The threshold value for an attack i.e., the
number of error bits and error blocks that can be corrected
is found just before reaching the restoration failure. A total
of 200 attacks are performed by using various keys in ran-
dom selection of the blocks. The mean threshold value of
the number of error bits and error blocks is found to be
777.95 and 13.92 respectively. In Fig. 26, the histograms of
the number of error bits and error blocks are given.
We determine the probability of restoration failure for
different values of error bits analytically. The error bits are
induced in the extracted sequence Ps
d after various tamper-
ing. The error bits are randomly distributed in Es
d due to the
permutation procedure. In Ref. 27, a relevant random per-
mutation analysis is presented to address the uneven em-
bedding capacity equalization problem in watermarking.
We compute the threshold value of the error bits at resto-
ration failure using the analysis. The probability that the
number of error bits in an n-bit segment of Es being r is
given by
t segment of the bit sequence Esd extracted fromh 63-biApr–Jun 2009/Vol. 18(2)9
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JPr =
n
r
 S − nNe − r 
 SNe 
, 11
here Ne is the number of error bits, and S is the length of
s
d
. Restoration failure is possible when the number of error
its in an n-bit segment exceeds ts. The probability of res-
oration failure is given by
PT = 
r=ts+1
n
Pr. 12
n Fig. 27, the plot of PT is shown for different values of
e. For PT=0.01, the number of error bits that can be cor-
ected is found to be 814 approximately.
The performance of the proposed algorithm can be com-
ared with the previous restoration method for text docu-
ent images.20 In this method, there exists a possibility of
alse tamper detection and restoration failure. The restora-
ig. 26 Histogram: and a The error bits; and b the error blocks.ournal of Electronic Imaging 023012-2
Downloaded from SPIE Digital Library on 20 Nov 2011 to 131tion of a character at any location depends on the water-
mark which is embedded in another character. The relevant
information for restoration is concentrated at certain spe-
cific locations rather than being distributed in the whole
image. The restoration capability is thus reduced for certain
alterations. After multiple alterations such as combined de-
letion and insertion of characters, restoration would be dif-
ficult using this method due to a loss of synchronization. In
the proposed method, relevant information is embedded in
the whole image in a distributed manner. As such, there is
no restoration failure after multiple alterations shown in
experimental results. The restoration capability of the pro-
posed method is limited by the number of error bits in the
extracted sequence. If the document image is most edited,
then ECC coding could not correct the errors beyond a
limit.
4 Conclusion
In this paper, we proposed a new method for localization
and restoration in binary document images using the eras-
able watermark. The proposed localization method can lo-
calize different modifications in the image with high accu-
racy. To construct the erasable watermark in each block of
the original image, an ordered set of insignificant pixels
was selected and then compressed using the run-length cod-
ing scheme. After the embedding process, the user could
interpret the document easily in the presence of noise, in-
corporating the inherent ability of human vision. After veri-
fying each block, the user could restore the original image
for further analysis. The localization accuracy of the pro-
posed method does not suffer from any parity attack and
false tamper detection. The new restoration method is par-
ticularly useful for restoration of the original text sequence
after localization in text document images. In the proposed
method, it is possible to restore the original text sequence
after multiple alterations such as text deletion, insertion,
substitution, and block swapping. Due to the use of fragile
watermarks for authentication, the proposed method is par-
ticularly useful for binary document images in electronic
form. In terms of future work, the proposed restoration
method will be extended such that it can be applied to
binary document images in general. The erasable water-
Fig. 27 The plot of PT for different values of Ne.Apr–Jun 2009/Vol. 18(2)0
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Jark could be suitably designed to survive manipulations
uch as the print and scan, noise, and geometrical deforma-
ions.
cknowledgments
he authors are very thankful to the reviewers for their
seful remarks that helped to improve the paper.
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